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(57) Abstract 

A prescription-controlled 
diagnostic data collection system 
for collecting, storing and receiving 
medical diagnostic data. A remote 
medical diagnostic device is 
configured to collect and transmit 
diagnostic data. A health service 
provider prepares a prescription that 
authorizes the remote diagnostic 
device to collect and/or transmit 
diagnostic data. The prescription 
includes an identifier unique to die 
device. A central server receives 
and stores the prescription from the 
prescribing parry and stores status 
and data information associated 
with the prescription. A base unit 
transfers data and authorization 
information between the remote 
medical diagnostic device and the 
server. The remote diagnostic 
device is operable by a patient 
independently of the server and 
the health care provider to collect 
the diagnostic data, and is operable 
to transmit the diagnostic data 
to the server when appropriate 
authorizations have been received 
by the base unit from the server. 
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PRESCRIPTION-CONTROLLED DATA COLLECTION 
SYSTEM AND METHOD 



Field of the Invention 

The present invention relates generally to data collection systems and, more 
particularly, relates to a medical diagnosis system in which a doctor communicates a 
prescription to a remote patient who collects data with a diagnostic device and 
communicates the data to a server for retrieval by the doctor. 

Background and Summary of the Invention 

Broadly speaking, the present invention provides a system and method for 
collecting, storing and receiving data in a distributed manner based on a remote 
authorization. In overview, a prescribing party writes a prescription that authorizes a 
collecting party to collect data and transfer the data to a central server. The status of the 
prescription and collected data are available to parties having access to the server. The 
prescription, authorization, status and data information are exchanged via any suitable data 
communications medium. In one application, a doctor or health care provider at a remote 
location authorizes a patient to collect and transfer diagnostic data with a medical 
diagnostic device in a fashion analogous to prescribing drugs. 
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Significantly, though the device must be authorized or activated in order for data 
collection to proceed, the data collection process itself is performed by the collecting party 
or patient independently from, and without involvement of, both the server and the 
prescribing party. The patient does not, for example, simply respond to prompts or queries 
5 provided by the server via the communications medium. This is significant, as the patient 
can perform the diagnostic procedure at his or her leisure and moreover, can transmit the 
data to the server at his or her leisure. 

In one embodiment of the invention, a system for data collection is provided. The 
system comprises a data collection device for collecting and/or transmitting data. A 
10 prescribing party prepares a prescription that authorizes the data collection device to 
collect and/or transmit data. A server receives and stores the prescription from the 
prescribing party via a communications medium. The data collection device is operable 
by a collecting party independently of the server and prescribing party to collect data, and 
is operable to transmit the data to the server when appropriate authorizations have been 
15 received from the server. 

In another embodiment of the invention, a prescription-controlled diagnostic data 
collection system for collecting, storing and receiving medical diagnostic data is provided. 
The system includes a remote medical diagnostic device that is configured to collect and 
transmit diagnostic data. A health service provider prepares a prescription that authorizes 
20 the remote diagnostic device to collect and/or transmit diagnostic data. The prescription 
includes an identifier unique to the device. A central server receives and stores the 
prescription from the prescribing party and stores status and data information associated 
with the prescription. A base unit transfers data and authorization information between 
the remote medical diagnostic device and the server. The remote diagnostic device is 
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(c) providing the diagnostic device to a collecting party; 

(d) communicating a device identifier from the collecting party to the server; 

(e) determining whether the device has been registered with the server by 
comparing the registration and the device identifier; 

5 (f) if the device has been registered, communicating the prescription from the 

server to the device to allow operation of the device, and if the device has not been 
registered, disallowing operation of the device; 

(g) collecting and storing diagnostic data with the device independently of the 
server and the prescribing party; 
10 (h) determining from the prescription whether the device is authorized to 

transmit data to the server; 

Q) if the device is authorized to transmit data, transmitting the collected data 
from the device to the server, and if the device is not authorized to transmit data, 
preventing the transmission of collected data from the device to the server; and 
15 (j) on request of the prescribing party, communicating the collected data from 

the server to the prescribing party. 

Objects and advantages of the present invention include any of the foregoing, 
singly or in combination. Further objects and advantages will be apparent to those of 
ordinary skill in the art, or will be set forth in the following disclosure. 
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Brief Description of the Drawings 

The present invention is described with reference to the accompanying drawings. 
In the drawings, like reference numbers indicate identical or functionally similar elements, 
5 and 

Figure 1 is a diagram illustrating a prescription controlled data collection system 
according to the present invention. 

Figure 2 is a block diagram of a base unit used in conjunction with the prescription 
controlled data collection system. 
10 Figure 3 is a flowchart illustrating a first embodiment of a method for data 

collection according to the present invention. 

Figure 4 is a flowchart illustrating a second embodiment of a method for data 
collection according to the present invention. 

15 Detailed Description of Preferred Embodiments 

The present invention provides a system and method for collecting, storing and 
receiving data in a distributed manner. In one implementation, the data consists of the 
results of a diagnostic procedure that is collected and stored by a patient. In this 
implementation, a doctor at a remote location authorizes the patient to collect and transfer 
20 the data in a fashion analogous to prescribing drugs. 

A prescription controlled data collection system 100 according to the present 
invention is illustrated in Figure 1. In overview, a prescribing party 104 writes a 
prescription 1 12 that authorizes a collecting party 122 to collect data and transfer the data 
to a central server 110. The status of the prescription and data collected (block 1 16) are 
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available to the prescribing party 104 having access to server 110. The prescription, 
authorization, status and data information (indicated by lines 108, 120, 132 and 134) are 
exchanged via any suitable data communications medium 140. Medium 140 may 
comprise any suitable data communications medium including, but not limited to, a wired 

5 network, a wireless RF network, a fiber optic network, telephone lines, the Internet or 
combinations of these mediums. 

In a preferred embodiment, system 100 improves the efficiency of medical 
diagnosis and follow-up by allowing a patient to perform diagnostic and follow-up data 
collection at a remote location. In this preferred embodiment, prescribing party 104 is a 

10 doctor or other health service provider having access to central server 110. As indicated 
by block 102, a plurality of prescribing parties (doctors) 104... 106 may have access to 
server 110. 

Server 110 may be a computer connected to one or more communications media, 
such as communication medium 140. Server 110 includes appropriate software that 
15 allows transfer of data to and from server 1 10 from remotely located devices and display 
terminals. Additionally, server 110 will include appropriate software for handling the 
protocols for prescribing the use of various remote diagnostic devices and for displaying 
the status of prescriptions and prescription data. Those of ordinary skill in the art will be 
familiar with the content and implementation of such software. In one implementation, 
20 server 1 10 may be a "web server" with associated standard communications protocols for 
communicating over the Internet. 

A doctor 104 having access to server 110 prescribes a particular diagnostic 
procedure to a patient (collecting party) 122 in a remote location by communicating a 
prescription (indicated by line 108) to a central server 1 10 over communications medium 
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A prescription may also be designated by a particular type or level of 
authorization. In one implementation, there are two types of prescriptions: a device use 
prescription and a data transfer prescription. A device use prescription requires device 
130 to receive prescription 1 12 from server 1 10 before it can function to collect data for 
5 the prescription. A data transfer prescription, conversely, authorizes transfer of data from 
device 130 to server 110. Hence, once device 130 has been used to collect data (with or 
without a device use prescription), transfer of the collected data will be blocked unless 
server 1 10 has stored a data transfer prescription associated with device 130. 

As indicated in Figure 1, a plurality of prescriptions 112... 1 14 may be stored on 
10 server 1 10. A variety of information may be stored by server 1 10 in connection with each 
prescription. As described above, server 110 will typically assign a prescription ID 
number or code to each prescription. Where prescription types are used, the prescription 
type (i.e. device use, data transfer, or other type) will also be noted and stored. The 
identity (name) of the prescribing party (doctor, health service provider, or other 
15 authorized personnel) will typically be stored, as will the name of the patient associated 
with the prescription. Incident information, such as the health condition prompting the 
prescription (i.e., "Tim's right eardrum" or "Ellen's heart monitor") may also be stored. 
Finally, the prescription will include the date of the prescription; and the expiration date (if 
any) of the prescription. The expiration date of the prescription is the date after which the 
20 prescription no longer authorizes the use of device 1 30 or the transfer of data. 

As is also indicated in Figure 1, server 1 10 may store status and data information 
116.. .118 associated with each prescription 112.. .114. The status information may be 
information such as whether device 130 has been activated (yes/no), or whether data has 
been transferred (yes/no). The data is the information collected by device 130. Examples 
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Examples include an RS232 protocol, a Universal Serial Bus protocol, infrared ports, and 
other suitable protocols as are well known to those of ordinary skill in the art. Any 
suitable short range data communications medium may be utilized for communication 
between device 130 and base unit 200, including direct cable, contact connectors (in which 
5 case device 130 rests in or is attached to base unit 200), infrared wireless, RF wireless, and 
so on. Alternatively, device 130 and base unit 200 may be integrated, in which case an 
external communications medium for communications between unit 200 and device 130 
would not be required. 

One implementation of base unit 200 is illustrated in block form in Figure 2. 
10 Further details of base unit 200 may be found in U.S. patent application serial no. 09/_, 
filed on even date herewith. Base unit 200 includes communications ports 202 and 204. 
One of ports 202, 204 communicates with device 130 for data collection, and the other of 
ports 202, 204 communicates with server 110. In one implementation, communications 
ports 202 and 204 may be implemented in a modem that interfaces with the Internet or 
15 other appropriate communications network. 

Base unit 200 also includes a memory 206. Memory 206 provides temporary or 
permanent storage for data collected by device 130, prescription information provided by 
server 110, software for implementing the functions of unit 200, user input and 
preferences, as well as any other information that may be required or of interest. Memory 
20 206 may be implemented as a RAM, ROM or any other suitable storage medium. 

Base unit 200 further comprises an input interface or keypad 208. Input 208 may 
take the form of buttons, keys, dials or any other means that permits a user to enter or 
provide information and/or data to base unit 200. An output interface 210 is also provided 
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and may comprise a display screen, an LED, an LCD, or other visual display means. 
Output interface 210 may also provide audio output or announcements to the user. 

A processor 212 directs the overall operation of base unit 200. Processor 212 
manages data exchange between communication ports 202 and 204, data exchange with 
5 memory 206 and input and output interfaces 208 and 2 1 0. Processors suitable for carrying 
out the functions described above are well known to those of ordinary skill in the art 
Power supply 214 provides the necessary power to the various components of base unit 
200. If power supply 214 is implemented as a battery, a battery charger 216 may also be 
provided. 

10 Once a prescribing party or doctor has communicated a prescription to server 110 

and the collecting party or patient has received an appropriate diagnostic device 130 and 
base unit 200, server 110 may be required to authorize or activate device 130 to perform 
its diagnostic function. In one implementation, the patient activates device 130 by 
downloading prescription 112 from server 1 10. If configured for device use prescriptions, 
15 device 130 will not function until it receives an appropriate prescription from server 1 10. 

In one implementation, in order to activate device 130, the patient connects base 
unit 200 as is appropriate. This may include, for example, plugging a power line and a 
telephone line into unit 200. Next, device 130 is appropriately connected to base unit 200, 
and the user makes an appropriate selection using input interface 208 to initiate 
20 communication with server 1 10. Base unit 200 then communicates the device ID number 
to server 110 via communications medium 140 (as indicated by line 132 of Figure 1). 
Having received the device ID number, server 110 verifies that the device has been 
registered, retrieves any pending prescriptions 112...1 14, and passes the prescriptions onto 
base unit 200 via communications medium 140 (line 120). 
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Once base unit 200 has received a prescription and any necessary authorizations 
from server 1 10, the collecting party (patient) 124 begins data collection with device 130. 
The data collected will typically be the results of a diagnostic procedure, such as a heart 
monitor, otoscope exam, or any other diagnostic procedure. The data collected will 
5 typically be stored in a local memory within device 130 until data collection is finished 
and device 130 is reconnected to base unit 200. Where base unit 200 and device 130 are 
an integrated unit, the collected data may be transferred directly to memory 206 of base 
unit 200. 

Significantly, though the device must be authorized or activated in order for data 
1 0 collection to proceed, the data collection process itself is performed by the collecting party 
or patient independently from, and without involvement of, both the server and the 
prescribing party. The patient does not, for example, simply respond to prompts or queries 
provided by the server via the communications medium. This is significant, as the patient 
can perform the diagnostic procedure at his or her leisure and moreover, can transmit the 
1 5 data to the server at his or her leisure. 

When the diagnostic procedure data collection is finished, the collected data is 
transferred from device 130 to server 1 10. In one implementation, this is accomplished by 
reconnecting device 130 to base unit 200. The collected data will be communicated from 
device 130 to base unit 200 via one of the communication ports 202, 204. The user may 
20 be required to make an appropriate selection via input interface 208 to accomplish the data 
transfer. Base unit 200 may store the data in memory 206 and process the data with 
processor 212. Next, the data is communicated from base unit 200 to server 1 10 via the 
other of the communication ports 202, 204. Again, the user may be required to make an 
appropriate selection via interface 208 to accomplish the transfer. In one implementation, 
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medical diagnostic device, such as a digital otoscope. In step 256, the collecting party 
transmits the device identifier to the server, and the server then determines whether the 
identified device has been authorized for operation by the prescribing party (decision node 
258). If the device has not been authorized for operation, in step 260, data collection and 
5 transmission is not allowed. 

If the device is authorized, the method proceeds to step 262. The device is 
activated and the collecting party is allowed to independently operate the device to collect 
data, typically medical diagnostic data. Notably, this operation is performed 
independently by the device and operator, and does not consist merely of responding to 
10 directed prompts or queries of the server or prescribing party. In step 264, the device 
communicates the collected data to the server, and the server stores the collected data. At 
the request of the prescribing party, the server transmits the collected data to the 
prescribing party (step 266). 

A second embodiment of a method 300 for collecting, storing and retrieving data 
15 in a distributed manner with remote authorization is illustrated in Figure 4. Again, 
method 300 may be implemented in a system such as system 100 of Figure 1. In step 
302, a doctor or other prescribing party registers the diagnostic device with the central 
server. In step 304, the server associates the registered device with the doctor. As 
described above, server 110 may assign a unique ID number or code to the registered 
20 device, or the prescribing party may communicate a pre-assigned ID number to the server. 
The doctor then communicates a prescription to the server (step 306). The prescription 
may include information such as the data to be collected by the patient, a device use and/or 
data transfer authorization, the names of the patient and doctor, the patient's medical 
condition, the date and expiration of the prescription, and any other relevant data. Once 
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the prescription has been communicated to the server, the server stores the prescription 
and assigns a unique ID number or code to the prescription (step 308). 

In step 3 10, the patient receives a diagnostic or data collection device and base unit 
configured as described above. The patient will also be instructed in their use. Step 310 
5 may occur either before or after the communication of the prescription to the server (steps 
302-308). Once a prescription is stored on the server and the patient is in possession of 
the device and base unit, the base unit communicates the device is activated. In one 
implementation, the base unit communicates the device ID number to the server, and the 
server confirms that the device is registered (step 312). If the device is registered, in step 
10 314, the server communicates and pending prescriptions to the base unit. 

At decision node 316, the base unit determines whether the prescription has an 
expiration date. If the prescription does not have an expiration date, the method proceeds 
directly to step 318 and the patient performs the diagnostic procedure and collects data 
with the device. If the prescription has an expiration date, the method proceeds to decision 
15 node 320 to determine whether the expiration date has passed. The base unit processor 
will include current clock and calendar information to make this assessment. If there is an 
expiration date and it has passed, the device will not function to collect data and/or 
transfer the data to the server. If there is an expiration date but it has not passed, the 
method proceeds to step 318 to permit commencement of data collection. 
20 The device stores the collected data (step 324), and is reconnected to the base unit 

in step 326. The base unit will typically receive the collected data from the device and 
store it in local memory. As described above, if the device and base unit are integrated, 
this step will not be necessary. In step 328, the base unit communicates with the server to 
initiate transfer of data from the base unit to the server. Before transfer of data, the base 
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unit and/or the server may determine if a valid prescription or authorization exists to allow 
the data transfer (step 330). If the base unit is not configured for data transfer 
prescriptions, this step may not be necessary and data transfer may simply commence 
(step 334). It however, the system is configured for data transfer prescriptions and a valid 

5 data transfer prescription does not exist, the transfer of data from the base unit to the 
server is not allowed (step 332). Otherwise, the method proceeds to step 334. 

In step 334, the base unit transfers the collected data to the server. The server 
stores the data and status in a file or memory location associated with the prescription file 
or memory location. In step 336, the prescribing doctor or other authorized personnel 

10 retrieves the status and data from the server. It is important to note that step 336 may be 
performed at any time throughout the process by personnel having authorized access to the 
server. 

While various embodiments of the present invention have been described above, it 
should be understood that they have been presented by way of example only, and not 
15 limitation. Thus, the breadth and scope of the present invention should not be limited by 
any of the above-described exemplary embodiments, but should be defined only in 
accordance with the following claims and their equivalents. 
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Claims 

1 . A system for data collection comprising: 

-a data collection device for collecting and/or transmitting data 
a prescribing party that prepares a prescription, wherein the prescription authorizes 
5 the data collection device to collect and/or transmit data; and 

a server that receives and stores the prescription from the prescribing party via a 
communications medium, 

wherein the data collection device is operable by a collecting party independently 
of the server and prescribing party to collect data, and is operable to transmit the data to 
10 the server when appropriate authorizations have been received from the server. 

2. A system as claimed in claim 1 , wherein the prescribing party is a doctor or 
health service provider having access to the server, and wherein the data comprises the 
results of a diagnostic procedure. 

15 

3. A system as claimed in claim 1, wherein the communications medium is 
selected from a group comprising: 

a wired network, a wireless RF network, a fiber optic network, a public telephone 
network and the Internet. 

20 

4. A system as claimed in claim 1, wherein the prescription further comprises 
a device identifier unique to the data collection device. 
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5. A system as claimed in claim 4, wherein the server further comprises a 
unique prescription identifier for each prescription received from the prescribing party. 



6. A system as claimed in claim 5, wherein the prescription further comprises 
5 at least one authorization selected from a group comprising: 

a device use authorization authorizing the data collection device to gather data; and 
a data transfer authorization authorizing the device to transfer collected data to the 

server. 

10 7. A system as claimed in claim 5, wherein the prescription further comprises 

at least one element selected from a group comprising: 
the name of the prescribing party; 

the name of the collecting party associated with the prescription; 
the incident or condition prompting the prescription; 
15 the date the prescription was given; and 

the expiration date of the prescription. 

8. A system as claimed in claim 1 , wherein the server further comprises status 
information and data information associated with the prescription. 

20 

9. A system as claimed in claim 8, wherein the status information comprises 
information on whether the data collection device has been activated and/or whether the 
data collection device has transferred data to the server, and wherein the data information 
comprises the data gathered by the data collection device and transferred to the server. 
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10. A system as claimed in claim 1, wherein the data collection device is a 
medical diagnostic device. 

5 11. A system as claimed in claim 10, wherein the medical diagnostic device is 

selected from a group comprising: 

an otoscope; a rhinoscope; a laryngoscope; an opthalmoscope; a dermatology 
camera; a heart monitor; a blood pressure monitor; an oxygen saturation monitor, and an 
audio monitor. 

10 

12. A system as claimed in claim 1, and further comprising a base unit that 
transfers data and authorization information between the data collection device and the 
server. 

15 13. A system as claimed in claim 12, wherein the base unit comprises: 

a first communication port for communicating with the data collection device; 

a second communication port for communicating with the server; 

a memory for storing data collected by the data collection device and prescription 
and authorization information provided by the server; 
20 user input and output interfaces; and 

a processor for directing the overall operation of the base unit 

14. A system as claimed in claim 13, wherein the first and second 
communication ports are implemented in a modem. 
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15. A system as claimed in claim 12, wherein the base unit and data collection 
device communicate using a protocol selected from a group comprising: 

an RS232 protocol; a Universal Serial Bus protocol; and an infrared protocol. 

5 

16. A system as claimed in claim 12, wherein the base unit and data collection 
device communicate over a short range data communications medium selected from a 
group comprising: 

a direct cable connection; contact connectors; an infrared wireless connection; and 
10 an RF wireless connection. 

17. A system as claimed in claim 12, wherein the base unit and data collection 
device are integrated in a single component 

15 

18. A prescription-controlled diagnostic data collection system comprising: 

a remote medical diagnostic device for collecting and/or transmitting diagnostic 

data; 

a health service provider that prepares a prescription, wherein the prescription 
20 authorizes the remote diagnostic device to collect and/or transmit diagnostic data and 
wherein the prescription comprises an identifier unique to the device; 

a server that receives and stores the prescription from the prescribing party via a 
communications medium, and wherein the server further comprises status and data 
information associated with the prescription; and 
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a base unit that transfers data and authorization information between the remote 
medical diagnostic device and the server, wherein 

wherein the remote medical diagnostic device is operable by a patient 
independently of the server and the health care provider to collect the diagnostic data, and 
5 is operable to transmit the diagnostic data to the server when appropriate authorizations 
have been received by the base unit from the server 

19. A system as claimed in claim 18, wherein the communications medium is 
the Internet and the server is a web server. 

10 

20. A system as claimed in claim 19, wherein the medical diagnostic device is 
a digital otoscope that communicates with the base unit via contact connectors. 

21 . A method for collecting, storing and receiving data in a distributed manner 
15 comprising the following steps: 

(a) communicating an operation authorization for a remote data collection 
device from a prescribing party to a server, 

(b) providing the remote data collection device to a collecting party; 

(c) communicating a device identifier from the collecting party to the server; 
20 (d) determining whether the device identified by the device identifier has been 

authorized for operation by the prescribing party; 

(e) if the device is authorized for operation, allowing independent operation of 
the device by the collecting party to collect data, and if the device has not been authorized 
for operation, disallowing operation of the device; 
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(f) communicating the collected data from the device to the server; and 

(g) on request of the prescribing party, communicating the collected data from 
the server to the prescribing party. 

5 22. A method for remotely collecting and transmitting diagnostic data 

comprising the following steps: 

(a) communicating a registration of a diagnostic device from a prescribing 
party to a server; 

(b) communicating a prescription from the prescribing party to the server, 
1 0 (c) providing the diagnostic device to a collecting party; 

(d) communicating a device identifier from the collecting party to the server; 

(e) determining whether the device has been registered with the server by 
comparing the registration and the device identifier; 

(f) if the device has been registered, communicating the prescription from the 
15 server to the device to allow operation of the device, and if the device has not been 

registered, disallowing operation of the device; 

(g) collecting and storing diagnostic data with the device independently of the 
server and the prescribing party; 

(h) determining from the prescription whether the device is authorized to 
20 transmit data to the server, 

(i) if the device is authorized to transmit data, transmitting the collected data 
from the device to the server, and if the device is not authorized to transmit data, 
preventing the transmission of collected data from the device to the server; and 
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(j) on request of the prescribing party, communicating the collected data from 
the server to the prescribing party. 

23. A method as claimed in claim 22, wherein in steps (a) and (b), the doctor 
5 communicates the registration and prescription to the server by a communication means 

selected from a group comprising: 

filling out a web form on the Internet; 

calling a telephone service and pressing the appropriate touch-tone buttons; and 
calling or visiting personnel with access to the server. 

10 

24. A method as claimed in claim 22, wherein step (b) further comprises 
providing at least one type of data selected from a group comprising: 

the name of the prescribing party; 

the name of the collecting party associated with the prescription; 
15 the incident or condition prompting the prescription; 

the date the prescription was given; and 
the expiration date of the prescription. 

25. A method as claimed in claim 24, wherein the expiration date of the 
20 prescription is provided by the prescribing party to the server, and comprising an 

additional step following step (f) of determining whether the expiration date has passed, 
operation of the device not being allowed if the expiration date has passed. 
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25. A method as claimed in claim 22, and comprising an additional step 
wherein the server assigns a unique prescription ID number to the prescription. 
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